Patient Credit 8 3
Card User Guide o

Kroll Computer Systems Inc

To ensure the privacy and security of patient credit card information in

accordance with Payment Card Industry (PCl) compliance, Kroll has l / J(\ I I
designated an area in the software for entering such information. f\ N \_)_____
Permission settings within the system can limit access to this area to >\/

certain groups of individuals within the pharmacy. e
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Setting Up the Credit Card Access Password

Access to credit card information in Kroll depends on two criteria. Firstly, the user must be assigned a
user group that has permissions to view credit card information. Secondly, the user must have
knowledge of the credit card access password. All individuals with proper permission settings will use
the same credit card access password to view credit card information.

Set up the credit card access password as follows:

1. Utilities -» Credit Card Password Manager - Login.

W 1-{local):PharmacyON-Start Screen

File Edt FReports -'I_Itilitie::l ursing Home  Session Workflow Help W

F3 - Patient | Fg  Drug Ordering -
AR »

Merge 3

|| Scan Script

Check Interactions
Last Bx Numbers Add Repeats

Regular | Show Delivery Orders
= Shows Date Format
1000049
Ta Do ChrH-AlE+T

. Labels >
wl Vigw Batches
000022 Script Reentry Made —

Return Rxs to Stock Tech
Dakabase 3 Fi
Modify Rx | Quick Price Alt+= LR
Inactivation 3 U?
Beprint Rx | Adjust Current Wait Time
Drug Ukilities 3
Cancel Rx | linEen:Iit Card Password Manager lr'\ric
Yiew Packager Batches
. ed b
Modity Specific Rx # | « Created a Summary Section to the

NOTE: This screen can only be accessed by users that have permission to enter the Credit Card
Password Manager (See Configuring Security Settings, pg 9).

2. Click on Create new Credit Card Access Password.

% Credit Card Password Manager M= E3

Current Credit Card Access Password

l Create new Credit Card Access Fassword | I X Close

Expiry date: Mo Active Password CCs Encrypted: IN J

Details. .
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3. Enter the Credit Card Access Password and verify it below:

Create Mew Credit Card Password El

=X MPORTANT MOTE =
ltis crucial to remember the credit card access password set for the pharmacy.
Should the credit card access password be lost, Kroll can retrieve and reset
this password butthis process is billakle.

Flease enter a new Credit Card access password

[ewy FPassword:

ety Mew Password:

| |
75

NOTE: The password must be at least 7 characters in length, contain both alpha and numeric
characters, and is case sensitive.

1-{local):;PharmacyON-Start Screen

The password entered does nok meet the minumum complexity requirements or has been used before,
Fasswords must be at least 7 characters in length and contain both alpha and numeric characters.
The same password cannok be used again For Four (4 cycles,

4. Successful creation of a credit card access password will bring up the following screen:

Credit Card Password Manager

Current Credit Card Access Password
Expiry date: 18-Jun-2010 | CCs Encrypted:

Create new Credit Card Access Passwoard l [ Fecovery Mode ] [ X CIDSE]

Details___

a. Expiry date: This date is auto-generated for a three month period every time a new
password is entered.

b. CCs Encrypted: This number denotes the number of credit cards being encrypted.
The Details button will show additional information regarding when passwords were
created and when they will expire. Encrypted credit card entries are also shown here.
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il & Credit Card Password Manager [_TO0X]

| "Curre nt Credit Card Access Password

Expiry date: |25—Feb—2010 CCs Encrypted: |1
Create new Credit Card Access Password | X Close |

[ Mo Details._.
. Currentalid Taken IF\;’WK
Tokens [1]

Expiry Date| Created Credit Card Count

10|

Expires in (days)

Credit Cards enclmted with Token [1]
Card Mumber CardType |Expiny Date

L AD0DRRO00R 234 Wisa 10{12

Viewing Patient Credit Card Information
1. Search and access the patient card.
2. Bring down the patient drop down menu and click View Credit Cards.

@ 1-{local):PharmacyON-Patient - Kroll, Computers
File Edit MEREMN Profile  Feports  Cards  Utilities  Mursing Hom
Fi-F Merge MH Cycles "
Scan Scripk
Last Namel Add Hew Rx To Do SHiFHCEHN e tars
Wigw Alternate Addresses
Sddiess 1 Wigw AR Prafile Chrl+R ones [1])
Wiew Batches cription
AddEss 2| yiew Charting CHrl+T -
vWiew Delivery Orders
Poztal . .
View Histary
Commen wWigw Limited Use Ikems
Topic Yiew Patient Encounters
Yiew Ta Da Ikems
Delete
Change Prafile Columns
Waork Orders
Allergies (1) Add Crug [ F2 [Inz] Del | Preferences
Mo Known Drug Allergies Snap Caps—
[ Regueste
[T Documer
Consent:Unk
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3. The following Patient Credit Card List will appear.

@ Patient Credit Card List

Patient |krall, Computars

X Close |

Credit Cards (1] F2|Ins| Del
Dehit Type | CardType | Card Number Expiry| Debit Account Mumber |2

Credit Card | Visa A0D0XOeA1234

4. To view the entire credit card number, highlight the entry and double click or press F2.
5. The user will be prompted to enter the credit card access password.

NOTE: This is NOT the Kroll login password, but the alpha-numeric password set in the first
section of this document.

Flease enter the credit card access password

Credit Car

Password: ||

J juls x Cancel |

NOTE: If the user logged into the Kroll session does NOT have permissions to view credit card
information, they will NOT be prompted to enter a password and will receive the
following message instead.

~ Patient Credit Card List [x|
Patient Test. Fatient

Credit Cards [1) [F2][Insl[Del
Dehit Type ‘CardType |Card MNumkber |E>:piry| Debit Account Number |1

Credit Card MasterCard 1@»00000« 9123 |1 011

1-Pat-Test, Patient

ﬁnu dn not have permission b view the credit card inFnrmatinn]

1=
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6. Once the credit card access password is entered, credit card information can be seen:

W Patient Credit Card Information

Dehit Type ICredit Card vI

Card Type iisa j
Card Number 4000500030001234
Expiry Date 10412

Cardholder MNarme

Kroll Computers

Address Link  [Default =

Address 1 |22IJ Duncan Mill Poacd

Address 2 |

City, Prow I'Furuntu (o]
Postal. Country |M3El 345 |Canada

Inserting Patient Credit Card Information
1. Access patient credit cards from Patient - View Credit Cards and click on the INS button to add

a new credit card entry.

% Patient Credit Card List

Patient [Kroll, Computers

Credit Cards (1) F2 | Inz| Dal
Debit Type | CardType | Card Mumber Expiry| Debit Account Mumber |+
Credit Card | Visa A0 0o 234 10412

NOTE: The F2 button will View/Modify an existing credit card entry.
The DEL button will Delete an existing credit card entry.

2. Pressing INS will call up the following Patient Credit Card Information screen
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3.

L

# Patient Credit Card Information

Dehit Type [Credit Card -

Card Type —LI

Card Mumber —

Expiry Date —

Cardholder Name

Address Link m

Address 1 |220 Duncan Mill Road

Address 2 |

City. Prov ['I'Dmntcl ’W
Postal. Country |M3EI 3J5 ‘Canada

7 0% |

x Cancell

Debit Type: Select from Debit Card or Credit Card option
Card Type: Select from American Express, Visa, MasterCard, etc.

NOTE: The credit cards listed in the drop down menu for Card Type can be configured to the
cards accepted by the pharmacy in Edit-» Lists -» Master List - Credit Card Type

w Edit Mast Lists / Groups

Master Lists ) Patient Groups | Drug/Mixture Groups | Doctor Groups X Close | [ (=)
EiStS CreditCardT ype ]
CreditCardT ype @] [Del)
Display Value |Seq | )
Wisa 1
MasterCard 2

American Express 3

Expiry Date: Enter the expiry date of the credit card
Cardholder Name: Enter the name listed on the credit card
Address Link: The default is set populate the patient’s address from the patient card

Click/Press OK to save changes.

4. The system will ask for the credit card access password in order to save.

Enter, Password

Flease enter the credit card access password

Password: |
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Configuring Security Settings

Access to credit card information in Kroll can be limited to certain groups of individuals within the
pharmacy. To do this, permission settings for user groups must be configured to allow or restrict access

to credit card information.

1. Access permission configurations in File - Configurations - Permissions

% 1-Start Screen

Mursing Home  Session  Wworkl

'E—Drug ” F7 - Doctor H_F

FI-M Edit  Reports  Cards  Utilities
Log OFf
Users
Configuration Kral
Mebwork Tokals Head Office

Store

List Prograrm Updates

Exit Printers
T er—y—
‘wark, Skation
1000009 adiudication
9000000

2. Login with Kroll initials and password to gain access to the Group Permissions screen:

_-ﬁ Group Permissions

Group |

Pharmacist

I~ vighanager
I~ Alld Tech-in-training
. |Pharmacy Tech
I vig Felief Pharmacist
el Pharmacy Manager

ew Financial Reports
ew Non-Financial Reports

ew AR Infarmation
o AR Charges

I~ “iew Doctor
™ Allow Doctor Changes
™ Wiew Drug/Mixture
I~ Allow Drug/Misture Changes
[~ Allow Drug Bases Changes
[~ Allow Adding New Drugs
™ Allow Drug Frice Changes
™ Allow Drug Inventary Changes
" Allow Custom FDB Changes
™ Allow Creation of Purchase Orders

——dit{Delete AR Charges
[~ Add AR Payments

[" Edit/Delete AR Payments
" Run AR Reports

™ “%iew Credit Card Information

[~ Allow Credit Card Password Management
[~ Allow Clinical Warning Owerride

[ Allow Patient/Doctor Merges

™ Allow Yiewing History Records

I~ Allow Use Of Drug Update Liility

rtdaintenance
[” Change Flans
" Change Pricing
[” Change Master Lists
[~ Change Users
[~ Change Sig Codes
[~ Change “endor List
™ Change Mursing Homes
" Change Adjudication Caonfig
™ Change YWorkstation Config
[~ Change Store Config

[T Allow manual cammunication queue changes

x Canc:ell
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3. Select the user group from the drop down menu

# Group Permissions

Group | -
Fharmacist
™ vigManager ey P
[~ alld Tech-in-training oy T
. |Fharmacy Tech
r V'EReIief Pharmacist E;‘:fl
I Al Fharmacy Manager .
= . .__'iltl"Dl
™ “iew Doctaor I Add Al
[~ allow Doctor Changes .
[~ Edit/D
™ “iew Drug/Midure [~ Fun Af
[~ Allow Drug/Misdure Changes I View O

[ Allow Drug Bases Changes Al

4. There are 2 flags related to the access of credit card information:

a. View Credit Card Information: Allows the user group to view credit card information upon
entry of the credit card access password.

b. Allow Credit Card Password Management: Allows the user group to enter/change the
credit card access password in Utilities < Credit Card Password Manager

W Group Permissions

Group |rv1anager j
# e Clinical Info # “iew Financial Repons
¥ Allow Yiewing Px Screen ¥ “iew Mon-Financial Repors i ;
v “iew Patient v “iew AR Information ChEnE R Filsiz .
¥ Allow Patient Changes ¥ Add AR Charges I Change Master Lists
¥ View Doct v Edit/Delete AR Charges v Change Ulsers
e Saior ¥ Add AR Payments I Change Sig Codes
' Allow Doctor Changes  EditDelste AR Payments ¥ Change Vendor List
¥ “iew Drug/hixure ¥ Fun AR Repors ¥ Change Mursing Hames
¥ Allow Drug/Mixure Changes T ra—— ¥ Change Adjudlca?lon Conﬂg
v Allow Drug Bases Changes [ Allow Credit Card Password Management ¥ Change Workstatm_n Canfig
I Allow Adding New Drugs 4 F# Change Store Config
W Allow Drug Price Changes v Allaw Clinical Warning Cwverride
v Allow Drug Inventary Changes ¥ Allow Patient/Doctor Merges
W Allaw CU§tDm IADIE ClhEnge ¥ Allow Yiewing History Records
W Allow Creation aof Purchase Orders -
v Allow Use Of Drug Update Utility
¥ Allow manual communication queue changes
W OK Cancel

NOTE: Access to credit card information will depend on the user that is logged into the Kroll
session and their associated user group.

10
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Credit Card Access Password Recovery

*F*¥WARNING™***

It is crucial to remember the credit card access password set for the pharmacy. Should the credit card
access password be lost, Kroll can retrieve and reset this password but it is a billable process and can
take up to 24 hours.

Begin the process of credit card password recovery as follows:

1. Go to Utilities - Credit Card Password Manager - Login.

NOTE: This screen can only be accessed by users that have permission to enter the Credit Card
Password Manager (See Configuring Security Settings, pg 9).

File Edt Reports Cards @ULSEEEN Nursing Home  Session  ‘Workflow  Central Fil

F3-Patient Fg  Drug Ordering
AR

Merge
| 5Can Scripk
Check Interactions
Last Rx Numbers | oo
Regular Show Delivery Orders
,W shaw Date Format
ToDo

. Labels
_Nercotic | |
3000098 Script Reentry Mode

Return Rxs ko Stack

Datshase

Modify Rx Quick Price

Inactivation

Reprint Fx Adjust Currert Wait Time

Drug Ltiities

Credit Card Password Manager
Cancel Rx '
Cammurication Management

View Packager Batches

Modily Specific Rx i v rurgmg v

2. Click on Recovery Mode.

Credit Card Access Password Recovery

Flease note that the credit card password recovery process is billakble, and
can take up 24 hours to complete.
Flease contact Kroll Suppaort to initiate this process.

EStDre Recovery Request] Copy To C”pbgard]
|iNFWzFD+ZL1 FiGMNxwcnivBBNIGUR CpBahbDf2y3C1 Obrdd+riwHalFFkIcTt |

E(ru:nll Recovery Respunse]

| |
l Recover and Create Password l

3. Call Kroll Software at 1-800-263-5876 extension 1 with the Store Recovery Request key.

4. Upon verification of the store’s identity, Kroll will provide and enter a Kroll Recovery Response
key. A new credit card access password can be created at that time by clicking Recover and
Create Password.

11
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Masking/Unmasking Credit Card Numbers in Kroll Reports

1. Credit card numbers can be masked or unmasked in Kroll reports under File - Configurations
—> Store - Reports.

General| Patient| Dug | Docter| Ru | FDB | Adiudication | Labels! Securty | Interfsces | Order | %-AR | ¥-TaDo | o 3
Kol Car Deiivery Optan:
e Pint Delivery Oicer Report [Always =]
I¥| O Hew i

[ Oy print if pafient hasn't had the diug inthe last[180 days
™ Prompt to print for retail Rxs

Print Delivery nwoice Report| Only if > $0.00

I Pint Credit Card On Delivery Order Report
I @RS I¥ Piint Credit Card On Delivery Invoice Report
I Pt for NH Pixs I¥ Pt Diug Information O Delivery Drder Report
I™ Pint for Unit Dose Axs
I™ Pint for autofil

¥ Insert Riow Breaks nto Report
I~ Prirt store logo on deliveny invoice

TopOffset [0 mm
LeftOffset 0 mm

Top Offset For Additional Pages |0 mm

¥ Piint store name.

¥ Print store logo

I Fint drug picture

I™ Prirt sig

I™ Print phamacist's signature line

Repotts Shading [0 %

I Include canceled Rizs on compliance reparts

NH
’7|- Include canceled Rxs on MAR/TMR forms

| Hide patient ast rame:
¥ Hide ertire patient name
T Duplex if supported)

Global Store Logo

N image available
¥ Always show masked Credlt Card Numbers

Load |

X Cancel

Delete

| Search

a. When Always show masked Credit Card Numbers is checked, credit card numbers in Kroll

reports will be masked and appear as follows:

Pre-Authorized Charges Report
Kroll Computer Systems Pharmacy

Pre-authorized Charges Report Printed on: 27/11/2009 17:13:47

Credit Card
Name AR Acct Card Type Cardholder Name Card # Expiry Date Amount
Kroll, Computers Visa KrollComputers {(00DccoooocazA ] Infz 0.00
Total
AmericanExpress: 0.00
MasterCard: 0.00
visa: 0.00
Other: 0.00
Total: 0.00

b. When Always show masked Credit Card Number is unchecked, credit card numbers in Kroll
reports will not be masked and appear as follows:

Pre-Authorized Charges Report
Kroll Computer Systems Pharmacy

Pre-uthorized Charges Report Printed on: 27/11/2009 17:19:04

Credit Card
AR Acct  Card Type Cardholder Name Card Expiry Date Amount
Kroll, Corapiuters. Wisa Kroll Camputers ‘4UUU 00030001234 l 10/12 0.00
Total
AmericanExpress: 0.00
MasterCard: 0.00
visa:r 0.00
Other: 0.00
Total: 0.00

12
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Kroll Helpdesk Information

Head Office - Toronto

220 Duncan Mills Road Suite 201
Toronto, Ontario

M3B 3J5

Tel: 416-383-1010

Toll Free: 1-800-263-5876

Fax: 416-383-0001
support@kroll.ca

Western Canada - Edmonton
9622 — 42™ Avenue NW Suite 313
Edmonton, Alberta

T6E 5Y4

Eastern Canada - Dartmouth
33 Ochterloney Street, Suite 260
Dartmouth, Nova Scotia

B2Y 4P5
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